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Public Key 
Cryptosystems (PKCS): 
A Three Part Series

This month’s issue of Wireless Security 
Perspectives is the first in a 3-Part series 
on Public Key Cryptosystems (PKCS) 
for wireless communications. This first 
part was written by Jim Semple of Certi-
com. Editing and figures were provided 
by Les Owens. It covers Elliptic Curve 
Cryptography (ECC) and explains why 
this type of advanced cryptosystem is 
being considered by the wireless indus-
try for the cryptographic protection of 
communications. Next month, Boston-
based NTRU Cryptosystems will intro-
duce another technique that is also being 
considered for the wireless industry. In 
the November issue, we will conclude 
the 3-Part series with a paper by Toronto-
based Karthika Technologies on a very 
advanced number-theoretic form of 
PKCS – “Abelian Varieties” . Will this be 
the Public Key Cryptosystem for the 
future?
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PKCS Part I:
Is Elliptic Curve 
Cryptography Ideal
for Wireless?

The demand for small wireless devices, 
enabling mobile commerce, location-
based services, and the extension of the 
corporate intranet, is fueling the deploy-
ment of Elliptic Curve Cryptography. 
This paper, first part in our series, is 
intended as a brief introduction to ECC – 
to explain why ECC offers greater effi-
ciencies than other public-key cryptosys-
tems.

Discrete Logarithm 
Problems – Mathematical 
Fundamentals

Before discussing ECC for use in wire-
less, we will provide a brief background 
on the mathematics on which much 
many PKCS are based – the discrete log-
arithm problem, or DLP. This problem is 
fundamental to the security of many 
cryptographic protocols, the most 
famous of which is the Diffie-Hellman 
Key Exchange. The Diffie-Hellman Key 
Exchange (DHKE), a method used to 
securely derive pair-wise cryptographic 
keys, is illustrated in Figure 1. As shown, 
the two communicants Alice and Bob, 
generate random numbers indepen-
dently, perform a computation, exchange 
the partial (or public) keys, then perform 
another computation. The computations 
that Alice and Bob perform are known as 
discrete exponentiations – exponentia-
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group theory. 
tion of one number and “modulo 
reduced” another very large number. The 
result of this two-stage exponentiation 
process is a cryptographic key that both 
Alice and Bob share. No one else knows 
this shared key despite the exchange and 
exposure of partial information over the 
communications channel and what is 
seemingly a trivial computation. 

The simplest instance of this discrete 
logarithm problem, from our Diffie-Hell-
man Key Exchange example, is that 
given a prime number p and positive 
numbers m and n that are both less than 
p, how easy is it to find a number r such 
that:

 – if such an r exists?

In Figure 1, for example, we know n (A 
or B), m (a or b), and p; the adversary’s 
job is to solve for r. The security of the 
system relies on the complexity of solv-
ing this problem. In order to make the 
computation difficult, the parameters 
must be chosen carefully. For example, 

mr n p  mod    =   
Wireless Security Perspectives
we prefer that the group formed by the 
powers of m to have a large prime num-
ber of elements. The terminology is that 
we wish m to generate a large prime sub-
group of GF(p) – the group of invertible 
elements in the field of integers 
modulo p.1

Nevertheless, there are very powerful 
mathematical techniques to attack the 
discrete logarithm problem in a finite 
field, such as the number field sieve 
(NFS). As a result the prime p must be 
very large.

We may pose a discrete logarithm prob-
lem in other groups and use them as the 
basis for our security. Fundamentally, we 
want computations in one direction to be 
very efficient, such as exponentiating 
from m to mr, but we require that the dis-
crete logarithm problem be difficult.2 

1. GF(p) signifies a Gallois Field after the French
mathematician, Evariste Gallois (1811-1832)
whose work laid the foundation of modern
- 2 -
For example, we prefer groups for which 
index calculus techniques do not apply. 3 
There are general approaches to the dis-
crete logarithm problem in any group, 
such as Pollard’s “rho algorithm,” but 
this attack is asymptotically much slower 
than the NFS.4 Therefore, we aim to use 
groups where you cannot do signifi-
cantly better than Pollard rho: for these 
groups we may use much shorter key-
lengths, which may also bring other effi-
ciencies.

The other popular technique for public 
key cryptography is, of course, the 
Rivest-Shamir-Adleman system – or 
RSA.5 The RSA scheme is depicted in 
Figure 2. Here, with our two communi-

2. In cryptographic terms, this is known as a one-
way function – an OWF

3. The index calculus algorithm is the most power-
ful method for computing discrete logarithms.

4. A storage-efficient algorithm developed by J.M
Pollard. See reference 1.

5. Patent (4,405,829), issued 9/20/83, for the RSA
PKCS expires this month (September, 2000).
Figure 1: Diffie-Hellman Key Exchange
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cants, a message is being digitally signed 
by Bob and sent to Alice. As shown, Bob 
first applies his original plaintext mes-
sage to a message digesting (or hash) 
algorithm to produce a compressed “fin-
gerprint” of the plaintext. The hash is 
then applied to the RSA algorithm with 
Bob’s secret key, d. Bob then transmits 
the plaintext message and the signature 
to Alice. In order for Alice to verify that 
the message did not change in transit 
(message integrity) and that it did, in 
fact, originate from Bob, she performs 
the same hashing of the message and 
compares the real-time hash with the 
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decrypted value of the signature (using 
Bob’s public key). If the two hashes are 
equal, then Alice can be sure that the 
message is authentic, or unaltered, and 
that it came from Bob.

In the RSA PKCS, as in the example, 
security is based on the difficulty of fac-
toring a large number into its prime fac-
tors. Fast factoring techniques like the 
NFS can be used against the RSA 
scheme as well. Hence, the parameter 
sizes must again be chosen to be very 
large to achieve the required level of 
security.
- 3 -
Elliptic Curves – A Better 
Mousetrap?

In 1985, Victor Miller and Neal Koblitz 
proposed using the group of points of an 
elliptic curve as basis for the discrete 
logarithm problem. Elliptic curves have 
been studied classically and are at the 
heart of modern number theory. Rather 
than elements of GF(p), we consider 
points on a curve: pairs of elements (x,y) 
from GF(p) which satisfy some fixed 
equation such as:

y2 x3 ax b+ +=
Figure 2: Simplified Example of RSA Digital Signature Process
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This set of points comes with a group 
structure we require to pose our discrete 
logarithm problem. Figure 3 shows how 
we can take any two points on the curve 
and define their sum: given two points 

 and  on the 
curve, we form their sum P+Q by draw-
ing the line joining P and Q, finding the 
third point R where that line intersects 
the curve. Then we reflect R onto the x-

P x1 y1( , )= Q x2 y2( , )=
Wireless Security Perspectives
axis. The result  is the sum. The 
discrete logarithm problem in this con-
text then becomes:

Given points P and Q on an ellip-
tic curve, find a number x such 
that if we add P to itself x times 
we arrive at Q.

Again we choose our parameters care-
fully. For example, we must ensure that 

x3 y3( , )
- 4 -
the point P generates a prime number of 
points. Despite fifteen years of vigorous 
research there are no better attacks on 
this discrete logarithm problem, in gen-
eral, than versions of Pollard’s rho algo-
rithm. As a result, for a given level of 
security we may use elliptic curve key 
sizes that are considerably smaller than 
the corresponding RSA key, as is 
described in Table 1.
Figure 3: Example of Elliptic Curve
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 Table 1:

 
Key Size Comparison for Classical and Public Systems

 

Symmetric key size ECC key size RSA key size Approximate MIPS years to break

 

80 160 1024 10

 

12

 

112 224 2048 5 * 10

 

21

 

128 256 3072 3 * 10

 

26
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A MIPS (Million Instructions Per Sec-
ond) year represents the total number of 
instructions that can be performed in one 
year on a machine capable of performing 
one MIPS. For example, 50,000 MIPS 
years means that 50 computers operating 
one MIPS would take 1,000 years to per-
form the factorization. 50,000 computers 
operating at this speed would take only 
one year. Therefore, the difference in 
comparable key sizes becomes even 
more dramatic as the required level of 
security increases. 

Implementation of Elliptic 
Curve Cryptography

In comparing ECC with RSA, the real 
efficiencies come from this difference in 
key lengths for a given level of security; 
given an
Wireless Security Perspectives
RSA modulus N, the equivalent elliptic 
curve group should have a size of about

ignoring several constants to try to keep 
this simple!

As a result, as N increases we find the 
times for key generation or performing 
and verifying digital signatures becomes 
significantly faster using elliptic curve 
groups than for the equivalent task using 
RSA. This is particularly important for 
constrained devices, such as cellular 
phones, satellite networks, pagers and 
PDAs. In those devices computational 
power (microprocessor speeds), band-
width (spectrum), and battery resources 
are limited. Moreover, smaller certificate 
sizes mean that elliptic curve certificates 
lend themselves to more efficient deliv-
ery via SMS, storage on smart cards, 

N 1 3⁄( ) Nlog( ) 2 3⁄( )
- 5 -
etc.1 Elliptic curve security is now being 
adopted by such terminal manufacturers 
as Motorola, Neopoint, Palm, RIM and 
Sony. Application service providers 
(ASP) such as 724 Solutions, AvantGo, 
and Aether have also embraced the tech-
nology.

Table 2 compares the performance of 
ECC and RSA on a Palm Pilot (a 68000 
processor running at 16MHz). The ECC 
timings were produced using Certicom’s 
cryptographic toolkit for embedded 
devices, and the RSA timings were pro-
duced using Ian Goldberg’s port of 
SSLeay based on the work of Dan Boneh 
and Neil Daswani of Stanford.

1. A certificate (public key) is a data structure that
securely binds an entity to a public key. A certif-
icate is digitally signed by a presumably trust-
worthy entity known as a certificate authority
(CA).
As shown, the digital signature process 
for an RSA implementation takes almost 
26 seconds. In contrast, the signature 
process for ECC requires less than a sec-
ond. In general, ECC key generation and 
signing are faster than the equivalent 
RSA at 1024 bits, while verification too 
is faster at 2048 bits.

ECC in Standards

Standardization plays an essential role in 
the security industry. Over the years, 
countless cryptographic schemes have 
been proposed, with the majority broken 
as attackers use increasingly sophisti-
cated techniques. The only way we gain 
confidence in the security of a particular 
system is by opening the proposal to 
years of scrutiny by the world's crypto-
graphic community. This is where stan-
dardization comes in. Standardization 
acts as a seal of approval, indicating that 
the security of a system has withstood 
years of intense scrutiny.

Roughly speaking, there are two types of 
cryptographic standards: core standards, 
which specify the cryptographic 
schemes themselves, and application 
standards, which describe how to use the 
schemes in a particular application. Core 
ECC standards providing encryption, 
key agreement, and signatures have now 
been adopted by ANSI, IEEE, NIST, and 
the SECG. These standards have, in turn, 
been used in a wide variety of applica-
tion standards, including IPSec for 
remote corporate intranet access, 
S/MIME for secure email, and WAP for 
wireless internet browsing.

To Probe Further

White papers and further examples of 
applied Elliptic Curve Cryptography 
may be found at:

www.certicom.com.

The Standards for Efficient Cryptogra-
phy is a group dedicated to choosing 
common standards for inter-operability 
and easy deployment of Elliptic Curve 
Cryptography:

www.secg.org
              

Also, a conference dedicated to Elliptic 
Curve Cryptography is taking place at 
the University of Essen, Germany, 4-6 
October 2000:

www.cacr.math.uwaterloo.ca/
conferences/2000/ecc2000/

announcement.html
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 Table 2: Performance of public key algorithms on the Palm Pilot

Algorithm Key generation Sign Verify

163-bit ECC 600 ms 750 ms 2,000 ms

1024-bit RSA 1,260,000 ms 25,970 ms 1,770 ms
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